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Abstract—there are many data encryption standards designed
for secure data transmission. With the increasing size of data
over network it become critical to design the light weight cipher
(LWC) encryption method. Thus in this paper prime concern is
to design the modified efficient LED (Light encryption device)
block based encryption method using the VHDL behavioural
modelling methodology. Existing block ciphers are initially
reviewed and are serial ones. Then Paper proposed to design a
parallel partial architecture for implementing the LWC based
LED cipher. In the modified LED the sub cells have used 16
PRESENT sbox’s for creating the new STATE matrix in parallel
architecture. During the design the clock driven machine control
block is adopted for generating iteration counts. It is found that
proposed modified LED is faster and delay efficient too.
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I. INTRODUCTION

Data security has become an important task due to the
proliferation of data over the network. It is therefore very
necessary to design fast and effective data encryption
algorithm. This crypto encryption will be lightweight and able
to protect data from cyber threats. The most widely used
encryption standard is AES (standard advanced encryption)
[1]. This work focuses on building a faster algorithm for
computer implementation based on behavioral simulation
using hardware definition language. The biggest challenge for
encryption is designing a delay method and a more efficient
environment. These are things focused the most in this paper.

AES is used in some way for some of these encryption
algorithms, but the problem is the need for large area
(resources). So for devices with low hardware such as RFID
tags, new algorithms should be adopted to provide encryption,
LED block cipher is one way [1, 2, 4, 6, 8, and 15]. A block
LED cipher is a modified form of AES level. Existing
algorithms use all the steps and cycles of the LED encryption
algorithm respectively so, their resource usage is very low,
they use the algorithm with 217 pieces of Virtex 7 FPGA. As
a result of this LED launch [1] the delay is quite high. It is
therefore very necessary to design the LED light encryption
based on the fraction and use of LUTS.

In this paper fast implementation of LED encryption
algorithm is proposed. The delay is reduced by partial parallel
implementation i.e. some steps in algorithms are implemented
in parallel to reduce the delay to make the algorithm faster and
to simultaneously obtain increased throughput.

Il. RELATED WORK

There are many versions of block based ciphers designed for
improving the performance and specially designed for light
weights shown in Classification in Figure 1.
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Figure 1 Classification of Block ciphers

The J. Guo et.al [4] designed a new block-based cipher called
LED. The method designed for the use of hardware has three
additional features. These offerings include ultra-light key
schedules, key-resistant cipher attacks, and: the method used
for device level security. S Subramanian [1] Cryptographic
properties provide a variety of security properties for critical
use models. However, unless the reliability of the structures is
guaranteed, such safety structures may be damaged by natural
or serious errors. In this paper, we look at the two lower block
ciphers that can be used in certified encryption algorithms,
namely, LED and HIGHT cipher blocks. Honey Devaraj, et al
[5] proposed design encryption for internal-based security
systems using locally efficient LEDs. Multiple similar block
based cipher algorithms has been considered in past [9, 11, 13,
14, 16 and 17]

A. Benefits of LED

Major advantages of LED cipher over other block ciphers are
that it is small and faster than PRESENT, it is highly secure
light weight cipher. The LED is implementable over wide key
size of 64 to 128 bits and offers very easy key scheduling.

B. Summary of Review
Finally summary of review are presented in the Table 1
Table 1 Summary of related work

S.

no Contribution Description Publication
Hardware Architectures for | implementation of S.

1 Cryptographic LED Block | LED cipher and | Subramanian
Ciphers [1]] height cipher 2017

2 The LED Block Cipher LED Algotithm | G‘EZ]Et'a'

3 An area efficient algorithm LED based Honey D, et

) for embedded sputum encryption al [5]

Modified Light weight LED e

4 algorithm for delay efficient Parallel Fast LED Proposed

I1l. OVERVIEW OF LED CIPHER

The section therefore briefly describes the overall permissive
view for the keyed cipher Keyed used for LED encryption
heavily inspired from the AES algorithm architecture.
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Basically the internal state is considered to be the 4 x 4 matrix
of 4-bit cells. LED process steps are provided in
» AddConstants: xor dependent constants in each round
to the first columns
*  SubCells: apply Sbox of PRESENT 4 bit to each cell
»  ShiftRows: rotate the i-th line by I positions to the left
*  MixColumnSerial: apply a specific number of MDS
to each column independently of Figure 2.

AddConstants SubCells ShiftRows  MixColumnsSerial

[y s[s[s[s .

sells| B SEEE - 2

cels| o S[sIs[s —
o0 SEEE = ¢
— .
dcells 4bits
Figure 2 Sequential single round of the LED process for the
encryption

A. Constants addition
Steps to add conditions added in sequence as
*  krepresents the size of the key
* In this paper k7: k0 says “00100000”, as the key size
is 64
*  rcrepresents continuous, take this rc number in the
table mentioned above
B. Sub Celll Generation
Each nibble of the array state is changed by the nibble
generated by using the PRESENT S-box. Then LED cipher re
utilizes the PRESENT S-box which was adopted in numbers
of lightweight cryptographic algorithms.

X |0123456789ABCDEF

S[X]
Figure 3 showing the sub cell generation.

C. Row Shifting

Row i of the array state is rotated i cell positions to the left,

fori=0,1,2,3.
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D. Mix Columns

The Mix Columns Serial layer can be viewed as four
applications of a hardware-friendly matrix ‘A’ with the net
result being equivalent to using the MDS matrix M
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E. Key Schedule

For the 64-bit key, proposed modified method xored it to the
internal states over the every four rounds. Our method apply a
total of 8 steps (or 32 rounds)

K K K K
P _’é_’{hﬂuﬂdi%-ﬂmunds -)é—»{4 rounds Pé— R

Figure 4 Basic Key scheduling

1V. PROPOSED MODIFIED LED ENCRYPTION

In this paper partial parallel architecture is used to implement
LED cipher, sub cells used 16 PRESENT S-box to generate
the new STATE matrix in parallel, similarly all the three rows
of shift column process are shifted in parallel to generate the
new STATE matrix in parallel, and the same story goes with
mix column operation. The flow chart of LED cipher is shown
in figure. A state machine controller is designed to control the
process, at every clock pulse iteration number is incremented
by one, the starting value of I is 0 and the terminal value of i is
3L
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A4
Add round Key

NO
m STATE matrix

Rc Generator table [y Add Constant

Iteration number (i)

le——] PRESENT SBOX copy 0
PRESENT SBOX copy 1
|
Sub Cell }
|
Machine controller }
If (i=0 PRESENT SBOX copy 15
14/8/12/16/20/24/
28)
{flag = 1}
Else 4
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|
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|
|

Mix Column Parallel

4—( Mix column constant copy 15

Figure 5 Flow chart of the Proposed LED algorithm.
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The machine controller block is adopted to control all the
processes. This machine controller is a clock driven unit
which generates the iteration number. The following functions
are implemented by machine controller unit:

1. Generates iteration number (i), this value is

incremented at every clock pulse having initial value =
0 and terminal value = 31, so a total of 32 states are
present.
2. Set and Reset flag, when i =0, 4, 8, 12, 16, 20, 24 or
28, the flag is set, for all other values of i flag is reset.

3. The rc generator is simply a memory table having 6 bit
constant values, machine controller fetches the
appropriate value form the rc table and supply the same
to add constant.

This is the complete design architecture used to implement
LED cipher, partial parallel architecture is used, this technique
ensures that a single STATE matrix is generated in a single
clock cycle and hence delay is reduced.
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In this research various hardware implementation of LED
are studied and then it is found that complete serial
implementation of LED tend to large delay, hence in this work
we have used partial parallel and partial serial implementation
of LED, each state matrix is implemented in parallel and
output state matrix of that unit is made available in single
clock cycle

V. RESULTS AND DISCUSSION

In this paper, cryptosystem for low area devices like RFID are
targeted, various cryptographic algorithms are available in
literature, Authors chosen LED (Light encryption device). As
this algorithm is closest implementation of AES (Advance
Encryption Standard), AES is widely use in many industry
standard encryption machines like SSL etc, also the AES is
easy to implement on both hardware and software also it is
very difficult to hack. LED used similar rounds to AES like
add round key, sub cells similar to sub byte of AES, shiftrows,
mix column etc
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Part A - Behavioarl Simulation - LED Cipher
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Figure 6 Results of the behavioral simulation of the proposed LED algorithm

TABLE 2 SUMMARY OF THE TIME EVALUATION

Timing Summaary :

Speaed Grade:

47TE . S3IE8MH=)

Minimum pericd: 2Z2.090ns (Maximuam Freguencocwy:
Minjimum inpunt arrival time before clock: 1.008ns
Maximum owutput reguired time after clock: 2Z2.36%9ns
Ma=ximum combinational path delawy: 0.900ns

Timing Details :|

211 walues displayed in nanoseconds

(n=)

Table 3: Comparative Study of Synthesis report of LED block cipher

S.No Architecture Area (Slices) Delay
1 LED — Algorithm Design 1 of [1], [4] 178 5.841 ns
2 Algorithm 2 of [1] LED —signature 217 5.914 ns
3 LED — Partial parallel implementation[This Work] 346 2.090ns
4 Percentage Change {S.no 1 & 3} +94% -179%
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Percentage Change {S.no 2 & 3}

+59% | -182%

Behavioral Simulation

In this section the results of the behavioral analysis of the
simulation work are presented. Figure 6 shows the behavioral
simulation of LED cipher, as observed from the simulation
that a total of 32 clock cycles are required to generate the
cipher text. A state machine is used to implement machine
controller, there are 32 states in state machine form s0 to s31,
when the machine is reset the state of state machine is sO and
at every clock cycle the state of the machine is goes from s0 to
sl to s2 and so on and different operation are performed at
each state. Intermediate values of different units can also be
seen from figure.

The time summary of the algorithm of proposed partial
parallel design is given in the Table 2. It can be conceded that
significant less time of execution is achieved by the proposed
design. This is much clear from the statistical comparison of
the delay in Table 3. The performance of the proposed partial
parallel LED algorithm is compared with the standard LED
and the LED —signature algorithm in the literature.

The proposed LED approach provides the good
improvement over the existing two approaches in terms of
delay but compromise on area concerns.

VI1.CONCLUSION

In this paper primary concern is to design the delay
efficient LED cipher algorithm for hardware description.
Various hardware implementation of LED are studied primary
and then it is found that complete serial implementation of
LED tend to large delay,

Hence in this work we have used partial parallel and partial
serial implementation of LED, each state matrix is
implemented in parallel and output state matrix of that unit is
made available in single clock cycle.

It can be concluded from synthesis report that area i.e.
number of LUT slices are used are increased as compared to
previous designs available in literature.

It can be conceded that significant less time of execution is
achieved by the proposed design.

But delay in nano seconds is decreased by more than 2
folds, hence if delay, i.e. fast implementation is desired then
one can opt our design at almost same area.
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