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Abstract

The malicious activity and policy violations on
network of systems is continuously monitored by
device or software application called IDS
passively monitor the data and uncover any
potentially disastrous connection. Technically IDS
are aimed at serving three important security
functions i.e., monitoring the data, unearthingany
potentially harmful transactions and finally
responding to unauthorized activity. With the
gigantic structure of the Internet, its distributed
nature and lack of central security mechanism,
the prevention of attacks is not possible and
therefore detection and recovery from attacks
become indispensable. The IDS does exactly as
the name suggests, it detects the possible intrusion.
To study the impacts of application of the wavelets
on the detection coverage of Recurrent Neural
Networks classification model for network Intrusion
Detection.
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1. INTRODUCTION

Intrusion is defined as the set of activities
aimed at bypassing the security mechanism of the
computer networks and systems. Detecting
intrusions is an inescapable step in taking the
corrective actions. The process of monitoring the
network connection to uncover the possible
intrusions is called the Intrusion Detection and the
system with which the responsibility of detecting
intrusions from the network traffic lies is called
IDS. Intrusions are aimed at compromising one or
more of the three basic security goals of the
network system: confidentiality, availability and
integrity[1]. The user from the outer world Internet
to gain access to the system, or the legitimate and
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authorized user with the intention of gaining
additional privileges, and the authorized users
misusing the privileges given to them can initiate
intrusions. classify attacks into seven broad groups
as given below:

* Infection: This attack is aimed at installing the
harmful files or tampering the valid files thereby
infecting the files. These attacks can be further sub-
categorized as viruses, worms, and trojans etc.

* Exploding: This attack is aimed at overflowing
the victim with bugs, the prominent attack of this
type is buffer-overflow[2].

» Probe: This attack is aimed at collecting vital
information about the network so as to identify the
potential entry points that can be compromised.
Some information of interest for an attacker can be
to check which services are running, what Internet
Protocols (IP) addresses are working currently.
Some attacks falling in this class are Port Scan, IP
scan and Nmap.

* Cheat: These attacks are aimed at gaining access
to the network by impersonation i.e., by providing
a fake identity to access secured files of the system.
Some of the attacks falling in this class are IP
Spoofing, Session Hijacking etc.

. Traverse: The attacks of this type attempt
to break into the system by performing a password
matching against all the possible passwords.
Dictionary attacks and brute force attacks are a few
examples of this type.

. Concurrency: Attacks of this type
capitalize on one or more weaknesses of the system
to carry out some disastrous actions. A prominent
attack of this system is DDoS wherein system
resources are exhausted, so as to deny it serving the
legitimate users.
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Figure 1: Recurrent neural network
various categories based on their carrier, and the
most popular carrier of the attacks has been
malware A typical network configuration is
depicted. In this network layout, a network is
connected to an external network, there is a firewall
to filter the disastrous connection originating from
the outer world directed towards the network. The
firewall is the first line of defense to block any
harmful connections. As can be seen from the
figure, gateways are positioned at the entry of the
network, so technically they are able to filter out
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the connections that originate from / directed to a
host in the outside world. IDS’s are positioned
inside the network, rather than blocking[3] the
network connections. It is aimed at analyzing the
network connections for the possible harmful
connections. IDS is aimed at unearthing potentially
harmful connections that have somehow sneaked
through the firewall. An IDS checks[4] for the
possible network attacks and initiates the corrective
approach by alerting the system admin.

2. RELATED WORK

* Anomaly Detection for IDS

Anomaly-based detection methods are based on the
analysis of the profiles that represent the normal
traffic behavior. These methods were pushed in
with the aim of detecting the zero-day attacks
without human intervention. These models
commence by monitoring network traffic over a
span of time and thereafter creating a baseline
profile for the legitimate traffic. Subsequently, any
new activity that deviates from the normal profile is
considered to be anomalous. The potential problem
with this system is too many false alarms, for they
are incapable of handling the concept drift. Even a
slight variation from the normal profile will be
reported as an anomaly. A varied set of techniques
has been applied to develop the anomaly-based
systems, among the most popular techniques, in
this review, we document only the models based on
statistical and Machine Learning methods.

2.1 STATISTICAL METHODS

The statistical models are based on the idea of
maintaining two system profiles during the course
of anomaly detection. The two statistical profiles
consist of the currently observed and previously
stored statistical profile based on certain variables
of the system over time.

Statistical models build a profile for the normal
traffic activity and compare the observed behavior
of the network to the recent behavior, and if there is
a significant deviation of the current behavior from
the recent behavior, it is treated as anomalous
otherwise the behavior is considered to be normal.
The methodology behind statistical method is that
it fits in a statistical model for the training data and
run over a statistical deduction test for each of the
unseen data to predict the class of the unseen data
[5] The instances which score very low probability
in the deduction test by the learned model are
declared as anomalies. Statistical model includes
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parametric and non-parametric techniques to build
the learning model. Parametric techniques try to
learn things by analyzing the distribution of the
input data whereas the non-parametric techniques
don’t presume the knowledge from the distribution
of the data [6].

[7] designed a learning model using three
expectation-maximization algorithms that utilized
statistical anomaly detection method, accounting on
the difference between the attributes. They
partitioned data attributes into indicator attributes
and environmental attributes established over the
certainty of the user deciding which attributes
represent an anomaly. The indicator attribute was
designed to learn the environment and read the
subsequent data instances, and classify accordingly,
whether it is an anomaly or not. The indicator
attributes were ignored if they weren’t conditioned
over the environmental attributes in statistical
approach. The model had high precision and recall
value but still subject-able to learn environment in
all the circumstances.

[8] functioned an unconditional a-stable first order

model and statistical hypothesis testing to filter out
the anomalies in the network traffic. The marginal
distribution of the original traffic was modeled and
functioned by the a-stable function and classified
by Generalized Likelihood ratio test. The proposed
work identified anomaly such as flash-crowds and
floods. As extension of this work[9] used in
addition a non-parametric adaptive cumulative sum
method for the statistical calculation and detection
of anomalies in the network traffic.

A flow-based statistical IDS called Flow-based
Statistical Aggregation Scheme (FSAS) was built
by encompassing two parts, namely, feature
generator and flow-based detector. The feature
generator was modeled to collect the network
traffic

and reports were generated by event handlers and
provided to the flow management module, which
decided whether the packet is part of the flow or it
needs to be generated as new flow key [10]. The
flow keys were inspected and were accumulated
together and dynamic updating was done as per
flow keys. The event time module converted the
flows into the format acceptable to the statistical
model. The score vectors were based on the
maliciousness of data, and were rated by neural
network classifier, such that, if the flow had higher
malicious data, then it was rated with higher
probability of being an attack.

3. PROPOSED METHODOLGY
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The RNN architecture[9] is the addition of
sequential information to the feedforward neural
network. The RNN performs the same task for each
part. This is why it is called a recurrent network;
the output is dependent upon the previous
computation. The hidden computation of
RNN[11][12] is computed as given below: where
denotes the hidden state vector at time t; ¢ is the
activation function, also known as the nonlinearity
function[13]; is the hidden weight matrix[14][15];
is the hidden to hidden weight matrix; is the input
vector at time t; and is the bias term.

H =0 (Wx,+VH, +by),t =T,...,1,

Working of proposed approach[16] Let us assume
that there is a random variable X taking on N
different values. Let us assume that out of the N
values there are in total n unique values[16] a
feature X can take. One of the working hypothesis
for this work is that if,
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Figure 2: Working of RNN algorithm

n tends towards infinity if the
feature[17][18] is quantitative.

* ntends to a finite constant (the

number of modalities) if the feature is
qualitative.In practice, at all the times we
have the cases where N >n. Constraints
on N

® N cannot be infinite as there is always a
limit on N[19].

¢ In an effort to differentiate between the
two types of variables, N must not be too
small because for the small values of N,
the two types of variables will have the
same behavior[20].

¢ N cannot be too large: If N < Measurement
limit or if N < Media limit, the increasing
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behavior of n = f(N).

3.1 RESULTS

After reducing the data-set the next step is to
check out how good or bad the RNN[21] has
reduced the data-set. As the purpose of this
research work is to enhance the detection rate for
RNNJ[22] model by applying RNN[23]. It is already
well established that the main aimof the work is not
actually to reduce the dimension but to enhance the
detection rate. DR is simply used as a tool[24] to
enhance the detection rate. The next logical step is
to test the classifier model for IDS. In this work
RNNJ[25] with non-linear kernel, i.e., Radial
Basis[26] function is used to develop the model.
The reason for choosing RNN is that it has a rich set
of kernel functions that can be used effectively with
the different data. The RNN model[27] is trained
with a series of gamma bandwidths and the best
result of the bestone is retained[28]. For testing the
model, a 10-fold cross-validation is applied. The
results of the model are evaluated in terms of
Precision, Recall, ROC[28] etc. Moreover, Johns
Quality[29] Assignment Curve[30] is used to check
the effectiveness of the proposed model.

3.2 CONDITIONS OF CONFUSION
MATRIX

Confusion matrix is a simple 2 x 2 matrix
producing four outcomes which is used commonly
in almost all machine learning evaluation. The
outcome of the confusion matrix indicates the True
Positive, True Negative, False Positive and False
Negative measures (Hay, 1988). The Figure 4.2
represents the confusion matrix for IDS, where

True Positive (AT — AT ). Cases where the
Attack (AT) instance is correctlyclassified as an
Attack (AT) instance.

e True Negative (NR — NR): Cases where
the Normal (NR) instance is correctly
classified as Normal (/VR) instance.

e  False Positive (NR — AT ): Cases where
the Normal (NR) instance is incorrectly
classified as an Attack (AT) instance.

e False Negative (AT — NR): Cases where
the Attack (AT ) instance is incorrectly

classified as Normal (/VR) instance.

Assigned clusters in 0.312 seconds
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Accuracy 91.719 % Confusion Matrix:

[[225790 24646]
[ 1110 59483]]

Classification Scores:
precision recall fl-score support

anomaly 1.00 090 095 250436
normal. 0.71 098 0.82 60593

avg/total 1.71 1.88 1.77 311029

Principal Component Plot

10

Principal Component 2

Principal Component 1

Figure 3: RNN with principle component plot

4. CONCLUSION

Once the traffic has been captured and pre-
processed by the capturing unit, the next step in the
process is attack detection. At the heart of an IDS is
a detection methodology which can be based on
anomaly detection or misuse detection, hence at
this point a proposed can have a signature
matching technique or anomaly detection. If its
going to be the signature matching techniques, the
signature database should be available, and if its
going to be anomaly detection, the model for
normal data has to be in place. For each
connection, detection module classifies it as either
an attack or a valid network connection.
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